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Abstract-During tens of centuries, cryptography is the word that means the art of encoding and 

decoding messages. Recently, many of the scientists came up with new sparkling ideas that 

reflect using the quantum mechanics in security system. More precisely, the scientists have 

utilized the law of physics through sending a photon from side to another under the guarantee of 

non-cloning theory. In 1984, Bennett and Brassard announced the more interesting quantum key 

distribution (QKD) that based on submitting a photon randomly in four states. Each state has the 

code that represents the superposition of the submitted photon. For instance, the states should be 

measured by well-known bases, which the one basis shows the orthogonal of two states. Here, 

this research discusses a new scheme that focuses on the mechanism of creating a secret key 

between two illegitimate parties (Alice and Bob). The new scheme employs two quantum 

theories, which one of these is considered to follow the EPR Pairs theory and the other is BB84 

protocol. EPR is related to Einstein–Podolsky–Rosen, who came up with this theory. Moreover, 

EPR spends 50% of the distributed bits on bases negotiation and uses another 50% of the shared 

bits to perform the random sampling public discussion for the eavesdropping check. Therefore, 

legitimate parts of the EPR protocol share only 25% of the distributed bits. Next, BB48 is the 

core of QKD where the majority of the recent QKD protocols were derived from this protocol. 

Then the new scheme extracts the advantages of each previous protocol and utilizes these 

features to be designated in new scheme. The new scheme supports the authentication as a first 

step before establishing the quantum communication. Later, if the authentication was approved, 

Alice and Bob can start the communication to create the secret key. Finally, Alice and Bob 

should have the enough information to exchange this information on classical channel. 


