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Abstract—This paper explores the different aspects of a 

wireless sensor network in terms of energy consumption with 

respect to network security using different hashing and encryption 

algorithms and transmission of message.  
 

Index terms: Data Encryption Standard (DES), Advanced 

Encryption Standard (AES), Network Security (NS), Message 

Digest (MD5), Secure Hash Algorithm (SHA), Wireless Sensor 

Networks, Energy Consumption, Transmission Cost. 

I. INTRODUCTION 

ireless sensor networks, a rapidly growing area 

for research and commercial development which 

is used to monitor a given field of interest for 

changes in the environment. This paper talks 

about different encryption and decryption algorithms for data 

while securing a network in a Wireless Sensor Network 

environment (WSN). Energy consumption is a major concern 

for defining the wireless sensor network architecture.   

   There are different types of encryption algorithms such as 

AES, DES, 3-DES and Hashing techniques such as Message 

Digest 5, Secure Hash Algorithm-1, and Secure Hash 

Algorithm-3 which are used by WSN. 

Data Encryption Standard (DES) 

The algorithm for encryption and decryption in DES is same 

because it is a symmetric block cipher. It enciphers 64-bit block 

of data with a 56-bit key and it has 16 rounds. Before the data 

is converted to cipher text it has to undergo transformations like 

substitutions, permutations and XOR (Exclusive OR) 

operations. Initial permutation is applied before the data 

undergoes 16 rounds of encryption and the encryption ends with 

the inverse permutation. The 64-bit data is divided into two 

halves. The first half is called the left side (𝐿𝑖) and the second 

half is called the right side (𝑅𝑖). Both the sides are encrypted 

using 48-bit round keys (𝑘𝑖) for 16 rounds and the rest 8-bits 

are used as parity bits. DES decryption is the same with the 

same round keys but in reverse order. The operations in left and 

right sides are: 

 

𝐿𝑖 = 𝑅𝑖−1 

 

𝑅𝑖 = 𝐿𝑖−1 ⊕ f (𝑅𝑖−1, 𝑘𝑖) 
 

 
 

Triple Data Encryption Standard (3-DES) 

     As the name itself indicates DES, the 3 DES performs 

DES operation for 3 times i.e., encryption, decryption and re-

encryption. The 3DES is also a symmetric block cipher 

algorithm, so the steps for encryption and decryption doesn’t 

change, only the order changes with the same round keys. 
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Advanced Encryption Standard (AES) 

 AES, also known as Rijindael cryptography which is a block 

encryption algorithm referred by the NIST (National Institute 

of Standards and Technology). AES is developed and modified 

from the DES and 3-DES algorithm only. 

    Depending on the different key lengths, AES is classified 

into AES-128, AES-192, AES-256. Every group has fixed 

group size of 128-bits but the key length changes accordingly. 

 

 
The number of rounds in AES depends on the type of AES 

or key length. Each round of encryption consists of 4 steps 

except the last one. They are: 

1. Add round key, 

2. Substitute bytes, 

3. Shift rows and  

4. Mix columns.  

In the first step, the key is generated in a key generation 

algorithm. In the process of encryption the last round will not 

do mix columns instead it again follows add round key and 

in the decryption it is reverse.  

 

 

 
 

 
Message Digest 5 (MD5) 

  Message Digest algorithm is a highly used cryptographic 

hash function which produces a 128-bit hash value that is 

expressed in a 32-bit Hexadecimal number format. Most 

importantly MD5 is not a collision resistant algorithm, hence it 

is not suitable for applications which rely on the property of the 

digital security.MD5 is developed from its previous version 

Message Digest 4 algorithm.MD5 takes an input in any length 

and gives an output in the form of a digest of 128-bits in length. 

This algorithm receives the input and processes it in a block size 

of 512-bits and furthermore splitting them into 16 sub-blocks, 

each being 32-bits in size.MD5 is used in Simple–O 

applications too. 

 

AES 

              Structure of AES 

Key length Group 

size 

No. of rounds 

AES-128 128 128 10 

AES-192 192 128 12 

AES-256 256 128 14 
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Secure Hash Algorithm – 1 (SHA -1) 

   Secure Hash Algorithm was developed by NIST and 

published as FIPS180 (Federal information Processing 

Standards). It takes input maximum of less than 64-bits, and 

gives output of 160-bits.The block size of SHA-1 is 512-bits 

and then it is divided into 16 sub-blocks, each measuring 32-

bits. 

 
 
 

Secure Hash Algorithm - 3 (SHA-3) 

    Secure Hash Algorithm works like sponge construction in 

which an input is absorbed into the hash state at a given rate and 

the output hash is squeezed at the same rate. The maximum 

message size in SHA-3 is infinity bits (∞).The internal state size 

of SHA-3 is 1600-bits and the block size depends on output 

size. The total number of round in SHA-3 are 24 and in each 

round there will be 4 operations namely AND, XOR (Exclusive 

OR), ROT (OR + NOT) and NOT. 

II. ENERGY CONSUMPTION IN ENCRYPTION ALGORITHM 

DES 

DES has 16 rounds of data encryption using 16 sub keys and 

each round contain 1040 instructions to encrypt the data. So 

approximately number of instructions required to get the final 

encrypted data are  

 

16 x 1040 = 16,640 instructions 

 
But, 1040 instructions are repeated in all the 16 rounds. Since 

DES is a symmetric block cipher algorithm the decryption also 

contains same number of instructions. 

 The wireless sensor network node contains controller which 

performs the tasks, processing data and controlling the 

functionality of other components in the sensor node. The most 

commonly used controller is micro-controller. The main 

consumers of the energy are the controllers, the radio front ends, 

to some degree the memory and varies by sensor type. 

  The energy consumed by a micro-controller per instruction 

is 1nJ (approximately). 

   So, for performing DES encryption we need  

 

    16,640 instructions X 1Nj = 16,640Nj (appx.)  

     

    16,640Nj = 1.66400x10−5 joules. 

 
3-DES 

    3 DES have DES algorithm for 3 times. So, the no. of 

instructions in 3 DES also multiplied by 3 times            

   

        16,640 x 3 = 49,920 instructions (appx.) 

 
The energy consumed for all instructions in 3DES is 

  

49,920 instructions x 1Nj = 4.99200 x 10−5 

joules. 
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AES 

    Excluding the loading of input and storing of output, the 

number of instructions in all rounds of AES are 624. 

   In addition to this 624, INTEL introduced 6 more new 

instructions that implements AES encryption and decryption. 

    The new 6 instructions are AESENC, AESENCLAST, 

AESDEC, AESDECLAST, AESKEYGENASSIST, AESIMC. 

Out of this the first four are for encryption and decryption and 

the other two are for key expansion before encryption and 

decryption. 

   The energy consumed for all instructions in AES is 

      624 instructions x 1Nj = 6.24 x 10−7 joules. 

 

III. ENERGY CONSUMPTION IN HASHING ALGORITHMS. 

MD5 

   As per java programming opcode, each round in MD5 

algorithm contains 25 instructions which are repeated in all 60 

rounds. So, 

 

60 x 25 = 1500 instructions (appx.) 

 
The energy consumed by each instruction in java opcode is 

0.995Uj.So, MD5 contains 1500 instructions and the energy 

consumed to perform this algorithm is 

 

1500 x 0.995Uj = 1492.5Uj (appx.) 

 

SHA-1 
     The number of rounds in SHA 1 algorithm are 80 and 

each round consists of 18 java opcode instructions. So, 

     

18 x 80 = 1440 instructions (appx.) 

 
And all these 18 instructions are repeated in 80 rounds. 

The energy consumed by all these instructions is  

     

1440 x 0.995Uj = 1432.8Uj (appx.) 

 

SHA-3 
     There are total 24 rounds in SHA 3 algorithm and each 

round contains 18 instructions in java coding. So, 

        

18 x 24 = 432 instructions (appx.) 

 
All these 18 instructions are repeated in 24 rounds of SHA 3 

technique. So, the energy consumed to execute all these 

instructions is 

      

432 x 0.995Uj = 429.84Uj (appx.) 

 

 

IV. COMPARISON IN ENERGY REQUIRED FOR TRANSMISSION OF DATA IN 

WIRELESS SENSOR NETWORK (WSN) 

 

    

 
Encryption algorithm comparison 

 

 

 
Hashing algorithm comparison 

 

 
From the above explanations and the comparisons, we can 

conclude that the number of instructions in algorithm is directly 

proportional to amount of energy consumed. So, if the number 

of instructions decrease, the amount of energy consumption 

also decreases, Thus extending the life of wireless sensor nodes.  

V. ENERGY REQUIRED FOR TRANSMISSION OF DATA IN WIRELESS SENSOR 

NETWORK (WSN) 

[1] In wireless sensor network, when data is transmitted from 

source sensor node to the gateway sensor node the data 

propagates through the closest sensor nodes all the way to the 

gateway sensor node. In this process energy is consumed to 

transmit and to receive data. The propagation technique from 

source sensor node to gateway sensor node is also referred as 

routing or flooding. 

      

Bit stream of size LM 

 

Available paths K 
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Consider a transmission of an information bit stream from a 

source node to a destination node over K available paths in 

wireless sensor network in above diagram where LM is a size 

of bit stream. L is the packet and M is the size of packet. 

 

 

Energy cost of the path: 

 

𝐸𝑝
𝑘 =  ∑𝑙=0

𝑛𝑘−2  ∏𝑗=0
𝑙  [(1 − 𝑝𝑗,𝑗+1

𝑘 )𝑝𝑙+1,𝑙+2 
𝑘 ∑𝑗=0

𝑙  𝑒𝑗+1
𝑘 ]

+ ∏𝑗=0
𝑛𝑘−1 [(1 − 𝑝𝑗,𝑗+1

𝑘 )∑𝑗=0
𝑛𝑘−1 𝑒𝑘+1

𝑗
] 

 

Where 𝑒𝑗
𝑘 is energy spent by intermediate node j of path k 

 

𝑒𝑗+1
𝑘 = 𝐶𝑟𝑀 + 𝑃𝑡𝑀 

 

M = Packet size 

 

𝐶𝑟 = Energy consumed by receiver 

 

𝑃𝑡 = Transmission power per bit. 

 
Total energy consumed due to transmission of Data Bit 

stream:  

 

E(S) = 𝐸𝑐(𝑁) + ∑𝑖=1
𝑁 𝐸𝑝

𝑘𝑖 

 
Where, 

𝐸𝑠(𝑁) = 𝐸𝑐(𝑁) + 𝐸𝑡(𝑁). 
 

𝐸𝑐(𝑁) is the energy spent by the source node for 

RS coding. 

 

𝐸𝑡(𝑁) is the energy spent for transmission of data 

bit stream. 

 
A ZigBee device consumes 0.035706 W when transferring 

24 bytes of data. 

 

Bits per second = 24 x 8 = 192 bits 

 

Power per bit = 0.035706/192 = 185.9 μW/bit 
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