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Abstract 

Developing an individual profile for hackers has been a primary focus of cyber security research on 

hacking for many years. Individual hackers were described and classified on the basis of their age, level 

of skill, motivation, to name a few. As a result, the hacker attacks were often represented by an 

attention-seeking youngster, a revenge seeking employee, or a money hungry criminal. Only recently 

with the introduction to new types of threats such as terrorist attack groups, and massive politically and 

socially motivated attacks, researchers began to realize that individual hackers do not exist in isolation 

and rarely represent a case of an evil genius.  

In the proposed project, we attempt to investigate existing research in the area of individual hacking 

and hackers’ organizational structures, in which honeynet techniques are used to collect the forensic 

evidence of an attacker by allowing attackers to interact with compromised computers in a real network. 

To the best of our knowledge, we believe the proposed work is the first attempt to address the gap by 

mapping the linkages between individual characteristics of hackers and their potential group structure, 

thus unveiling the secrets behind hacking, and allowing the average user to stay protected against 

malicious attacks from computer hackers.  

Figure 1 illustrates the networking topology of our honeynet architecture. Preliminary results on the 

proposed research is very promising, showing hackers’ behaviors over one month were distributed in 82 

different countries in which the top 3 countries are US (32%), China (30%) and Germany (12%), and the 

most popular service hackers like use to interact with is Web.  

Figure 1. Low-interaction Honeynet Architecture and Technology 
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